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INFRASTRUCTURE

• Phone system server order is processed. 

Waiting on ETA for equipment.

• Virtual host has been ordered and is 

in. Looking to replace unit after break.

• Waiting on prices for SAN, eta replacement 

is July 1, 2023 3

• Phone System Server (Call Manger) EOL June 2023, $47,000 to 

upgrade hardware and software. Budget is in place.

• Replace 1 of 3 Virtual Hosting Servers that is EOL June 2023. 

Budget in place. Other hosts EOL in 2025. Budgeted.

• Replace SAN (Storage Area Network) EOL June 2023.

• Core Edge Switches EOL October 2025, 2023, for security patches.

• Wi-Fi EOL January 2025

Previous meeting

Update



CYBER SECURITY UPDATES

• We plan to segment our network and migrate devices to the DMZ (demilitarized 
zone). DMZ is a buffer between our network and the internet, but still 
protected by our firewall.

• Last year we migrated our guest network to the DMZ and migrated from WPA2 
(Wireless Protected Access) PSK (Pre-Shared Key), implementing MAC based 
authentication for the guest network.

• We are replacing WPA2 PSK with WPA EAP 802.1x, more secure, for District 
devices.

• We will reconfigure our internal networks ACL (Access Control List) to regulate 
access between network segments (filter communication between buildings).
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Previous meeting

Update

• Meeting with Aspire one (vendor performing work) next week to 

discuss work to be performed for DMZ and ACL.

• Aspire finished Certificate structure which is active and is in place 

for WPA EAP 802.1x wireless on Windows devices.



NEW TO THE 
DEPARTMENT

The Board of Education approved the appointment of 

Vincent Detoro as the Field Service Technician.

Vincent is assigned to the HS.
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MEET THE TEAM
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Larry Hanke (HS)

Network Support 

Specialist 2

Vincent Detoro (HS)

Field Service 

Technician

Lori Todd (MS)

Field Service 

Technician

Alex Radcliffe (MS)

Computer Teacher 

Aide

Samanta Rivera 

(LES and PES)

Field Service 

Technician

Julie Tilly (OES and 

LES)

Field Service 

Technician

Barbara Raymond 

(HS)

Computer Teacher 

Aide



WEBSITE
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• Blackboard (former company) has been 

acquired by FinalSite in September.

• We have until December 31, 2025, to 

convert to FinalSite's template or switch 

vendors.

• FinalSite offers six templates to choose 

from.

• https://www.finalsite.com/themes

passkey is themes.

https://www.finalsite.com/themes


NIST STANDARDS FOR 
ED LAW 2D
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Center for Internet Security 

Published – Jun 2021

Implementation Group 1 Sub-Controls only
(Expect V9 mid-year 2024)

CIS Control 1 – Devices - Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all enterprise assets (end-user devices, including portable and mobile; network 
devices; non-computing/Internet of Things (IoT) devices; and servers) connected to the infrastructure physically, virtually, remotely,
and those within cloud environments, to accurately know the totality of assets that need to be monitored and protected within the
enterprise. This will also support identifying unauthorized and unmanaged assets to remove or remediate.

Control 1.1 - Establish and Maintain Detailed Asset Inventory (NIST ID.AM-1, PR.DS-3)
• Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprise assets with the potential to store or

process data, to include:
o end-user devices (including portable and mobile)
o network devices
o non-computing/IoT devices
o servers

• Ensure the inventory records:
o the network address (if static)
o hardware address
o machine name
o data asset owner
o department for each asset
o whether the asset has been approved to connect to the network.
o For mobile end-user devices, MDM type tools can support this process, where appropriate.

• This inventory includes assets connected to the infrastructure physically, virtually, remotely, and those within cloud 
environments.

• Additionally, it includes assets that are regularly connected to the enterprise’s network infrastructure, even if they are not
under control of the enterprise.

• Review and update the inventory of all enterprise assets bi-annually, or more frequently.

Control 1.2 – Devices - Address Unauthorized Assets
• Ensure that a process exists to address unauthorized assets on a weekly basis.
• The enterprise may choose to remove the asset from the network, deny the asset from connecting remotely to the

network, or quarantine the asset.

Center for Internet Security
CIS Controls – Version 8 – IG1 only – Sub-control list Page 9 of 11



• Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprise assets with the potential to store or process data, to include:
o end-user devices (including portable and mobile)
o network devices
o non-computing/IoT devices
o servers



• We inventory items to keep track for purchasing and insurance purposes.

• Items inventoried are items that are over $200.00 or items that must be tracked for grant purposes.



12/20/2022
Center for Internet Security

CIS Controls – Version 8 – IG1 only – Sub-control list Page 12 of 11



• Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprise assets with the potential to store or process data, to include:
o end-user devices (including portable and mobile)
o network devices
o non-computing/IoT devices
o servers



Center for Internet Security
CIS Controls – Version 8 – IG1 only – Sub-control list Page 14 of 11

• Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprise assets with the potential to store or process data, to include:
o end-user devices (including portable and mobile)
o network devices
o non-computing/IoT devices
o servers



12/20/2022

• Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprise assets with the potential to store or process data, to include:
o end-user devices (including portable and mobile)
o network devices
o non-computing/IoT devices
o servers



Control 1.1 - Establish and Maintain Detailed Asset Inventory (NIST ID.AM-1, PR.DS-3)
• Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprise assets

with the potential to store or process data, to include:
o end-user devices (including portable and mobile)
o network devices
o non-computing/IoT devices
o servers

Constraints?

• Keeping track of mobile devices of personal users who access our network. We 

accomplished this using the guest Wi-Fi requirements.



Center for Internet Security 

Published – Jun 2021

Implementation Group 1 Sub-Controls only
(Expect V9 mid-year 2024)

CIS Control 1 – Devices - Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all enterprise assets (end-user devices, including portable and mobile; network 
devices; non-computing/Internet of Things (IoT) devices; and servers) connected to the infrastructure physically, virtually, remotely,
and those within cloud environments, to accurately know the totality of assets that need to be monitored and protected within the
enterprise. This will also support identifying unauthorized and unmanaged assets to remove or remediate.

Control 1.1 - Establish and Maintain Detailed Asset Inventory (NIST ID.AM-1, PR.DS-3)
• Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprise assets with the potential to store or

process data, to include:
o end-user devices (including portable and mobile)
o network devices
o non-computing/IoT devices
o servers

• Ensure the inventory records:
o the network address (if static)
o hardware address
o machine name
o data asset owner
o department for each asset
o whether the asset has been approved to connect to the network.
o For mobile end-user devices, MDM type tools can support this process, where appropriate.

• This inventory includes assets connected to the infrastructure physically, virtually, remotely, and those within cloud 
environments.

• Additionally, it includes assets that are regularly connected to the enterprise’s network infrastructure, even if they are not
under control of the enterprise.

• Review and update the inventory of all enterprise assets bi-annually, or more frequently.

Control 1.2 – Devices - Address Unauthorized Assets
• Ensure that a process exists to address unauthorized assets on a weekly basis.
• The enterprise may choose to remove the asset from the network, deny the asset from connecting remotely to the

network, or quarantine the asset.

Center for Internet Security
CIS Controls – Version 8 – IG1 only – Sub-control list Page 17 of 11

We do not group by 

department however 

we name devices 

based on location, 

i.e., HS-GUID-

XXXXXX

There isn’t any formal 

approval process, 

however devices cannot 

access our network 

without a tech making 

the connection.  The 

caveat is physical access. 

We will get more 

clarification. 



WORK TO BE DONE ON CIS CONTROLS 1.0

• Build habit in our recordkeeping, making sure to capture required asset 

information.

• Address physical access to network ports to prevent unauthorized 

devices.

•

18



MULTIFACTOR/2FA ROLLOUT

20XX PRESENTATION TITLE 19

January 2023

Administrative Personnel January 2023

March 2023

Office Staff March 2023

June 2023

Faculty June 2023



GUEST WI-FI FORM
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Guest Wi-Fi Form

• Reduce communication issues between guest and technical services.

• Provide ample time to have configuration ready instead of when guest arrive.

• Better organization.

https://www.wallkillcsd.k12.ny.us/Page/8086


THANK YOU
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